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What We Found 

DHS did not comply with IPERA because it 
did not meet one of the six IPERA 
requirements. Specifically, DHS did not meet 
its annual reduction targets for 2 of 14 
programs.  
 
Additionally, we determined that DHS did not 
provide adequate oversight of the 
component’s improper testing and reporting. 

 
DHS Response 
DHS concurred with all six of our 
recommendations and has already begun 
implementing corrective actions. DHS has 
indicated that it is committed to the 
responsible stewardship of taxpayer-provided 
resources; ensuring proper controls are in 
place to eliminate fraud, waste, and 
mismanagement; and continuing its focus on 
reducing improper payments.

August 9, 2018 

Why We Did  
This Audit  

 
Our objective was to determine 
whether the Department of 
Homeland Security complied with 
the Improper Payments 
Elimination and Recovery Act of 
2010 (IPERA). 
 
Additionally, we evaluated the 
accuracy and completeness of 
DHS’ improper payment 
reporting. 
 

 What We 
Recommend 
 
We recommend that DHS’ Risk 
Management and Assurance 
Division (RM&A) strengthen its 
oversight and review procedures 
for IPERA risk assessments; and 
follow the Office of Management 
and Budget’s requirements to 
comply with IPERA.  
 

 
For Further Information: 
Contact our Office of Public Affairs at  
(202) 981-6000, or email us at  
DHS-OIG.OfficePublicAffairs@oig.dhs.gov 
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MEMORANDUM FOR:  Stacy Marcott 
 Acting Chief Financial Officer 
 
FROM:  Sondra F. McCauley 
 Acting Assistant Inspector General for Audits 
 
SUBJECT:  Department of Homeland Security’s FY 2017 

Compliance with the Improper Payments Elimination 
and Recovery Act of 2010 

 
Attached for your action is our final report, Department of Homeland Security’s 
FY 2017 Compliance with the Improper Payments Elimination and Recovery Act 
of 2010. We incorporated the formal comments provided by your office. 
 
The report contains six recommendations aimed at improving the overall 
effectiveness of the improper payment reduction program. Your office 
concurred with the six recommendations. Based on information provided in 
your response to the draft report, we consider recommendations 1, 4, and 6 
open and resolved. We have administratively closed recommendations 2, 3, and 
5 since they are repeat recommendations from the FY 2014, FY 2015, and  
FY 2016 reports on the Department’s compliance with the Improper Payments 
Elimination and Recovery Act of 2010 (IPERA). See appendix E for the status of 
all prior years’ recommendations related to IPERA. 
 
Once your office has fully implemented the recommendations, please submit a 
formal closeout letter to us within 30 days of implementation. The 
memorandum should be accompanied by evidence of completion of agreed-
upon corrective actions and of the disposition of any monetary amounts. We 
will review any requests for closure during our next scheduled audit of IPERA 
in FY 2018 and report the closure status in that report. Please send your 
response or closure request to OIGAuditsFollowup@oig.dhs.gov. 
 
Consistent with our responsibility under the Inspector General Act, we will 
provide copies of our report to congressional committees with oversight and 
appropriation responsibility over the Department of Homeland Security. We will 
post the report on our website for public dissemination. 
 
Please call me with any questions at (202) 981-6000, or your staff may contact 
Maureen Duddy, Deputy Assistant Inspector General for Audits, at  
(617) 565-8723.
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Appendix E 
Recommendations and the Current Status of Each 

Report 
Number FY # Recommendation Status 

OIG-12-48 2011 1 To ensure that all payments for 
programs and activities identified 
as high risk are subject to 
selection for testing and reported, 
the Department must: 
 Enhance controls and 

processes used by 
components to reconcile their 
lists of fiscal year payments 
with their financial 
accounting system; and 

 Enhance controls and 
processes used by the 
Department to review 
components’ lists of fiscal 
year payments to ensure that 
they are complete and that 
variances are investigated, 
accounted for, and 
substantiated. 

Closed 

2 Include the following corrections 
in the Department of Homeland 
Security’s FY 2012 Annual 
Financial Report: 
 FY 2011 recovery audit 

reporting for Federal 
Protective Services under 
National Protection & 
Programs Directorate; and 

 Excluded payments from U.S. 
Customs and Border 
Protection’s Secure Border 
Fencing program from the FY 
2011 Annual Financial 
Report. 

Closed 

Source: OIG analysis of OIG report, Department of Homeland Security’s Compliance with the 
Improper Payments Elimination and Recovery Act of 2010 (Revised), OIG‐12‐48.  
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Report 
Number FY # Recommendation Status 

OIG-12-48 2011 3 Develop and implement 
procedures to 
ensure that duties to determine 
the level of improper payments 
and to reduce improper 
payments are adequately 
segregated. 

Closed 

4 Modify the Department of 
Homeland Security’s Improper 
Payment Reduction Guidebook to 
provide guidance to components 
on how to treat results of testing 
using alternative methodologies. 
When seeking approval from the 
Office of Management and 
Budget for an alternate sampling 
methodology, DHS shall propose 
dollar thresholds that will be 
applicable to the results of 
testing using approved alternate 
sampling methodology. 

Closed 

5  Domestic Nuclear Detection 
Office, the Transportation 
Security Administration, and 
U.S. Secret Service conduct 
recovery audits as planned 
and reported in the 
Department’s FY 2011 Annual 
Financial Report; and 

 Components follow the 
requirements of the Improper 
Payments Elimination and 
Recovery Act of 2010 to 
perform recovery audits 
annually if conducting such 
recovery audits is cost-
effective. 

Closed 

Source: OIG analysis of OIG report, Department of Homeland Security’s Compliance with the 
Improper Payments Elimination and Recovery Act of 2010 (Revised), OIG‐12‐48.  
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Report 
Number FY # Recommendation Status 

OIG-12-48 2011 6  Components target those 
improper payment categories 
that have a higher potential 
for overpayment and 
recoveries for recovery audits, 
when cost effective; and 

 Modify the Department’s 
Payment Recapture Audit 
Plan to follow OMB guidance 
for prioritizing recovery 
audits. 

Closed 

OIG-13-47 2012 1 DHS Risk Management and 
Assurance Division obtains and 
reviews the components’ 
interviews to ensure that the risk 
weights and risk scores are 
accurate and supported. 

Closed 

2 DHS Risk Management and 
Assurance Division requires all 
components to provide detailed 
explanations and references to 
supporting documentation as to 
how they determined each risk 
weight and risk score. 

Closed 

3 U.S. Customs and Border 
Protection and the United States 
Coast Guard perform interviews 
as part of the risk assessment 
process. 

Closed 

4 Federal Emergency Management 
Agency performs interviews of 
the program managers or senior 
management. 

Closed 

5 U.S. Customs and Border 
Protection’s risk assessment is 
reviewed and approved by the 
Chief Financial Officer. 

Closed 

Source: OIG analysis of OIG reports, Department of Homeland Security’s Compliance with the 
Improper Payments Elimination and Recovery Act of 2010 (Revised), OIG‐12‐48, and Department 
of Homeland Security’s FY 2012 Compliance with the Improper Payments Elimination and 
Recovery Act of 2010 (Revised), OIG-13-47.  
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Report 
Number FY # Recommendation Status 

OIG-13-47 2012 6 Modify the DHS Guidebook to 
add clarification that explicitly 
describes how to complete the 
components’ risk assessments. 

Closed 

7 Develop and implement 
procedures to ensure the 
approval of risk templates only 
after the components have made 
all corrections. 

Closed 

8 Develop standard operating 
procedures that clearly identify 
how the IPERA reviews and 
approvals will be coordinated 
with the components. 

Closed 

9 Ensure that DHS Risk 
Management and Assurance 
Division follows Office of 
Management and Budget’s (OMB) 
requirements for agencies not 
compliant with IPERA as stated 
in Appendix C of OMB Circular 
No. A‐123. 

Closed 

OIG-14-64 2013 1 Ensure that the DHS Risk 
Management and Assurance 
Division follows OMB 
requirements for agencies not 
compliant with IPERA, as stated 
in Appendix C of OMB Circular 
No. A‐123. DHS should also 
focus its resources on corrective 
actions that will help meet the 
OMB‐approved reduction targets. 

Closed  

Source: OIG analysis of OIG reports, Department of Homeland Security’s FY 2012 Compliance 
with the Improper Payments Elimination and Recovery Act of 2010 (Revised), OIG-13-47, and 
Department of Homeland Security’s FY 2013 Compliance with the Improper Payments 
Elimination and Recovery Act of 2010 (Revised), OIG-14-64.  
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Report 
Number FY # Recommendation Status 

OIG-15-94 2014 1 Ensure that the Risk 
Management and Assurance 
Division has adequate personnel 
succession plans to ensure the 
Department’s compliance with 
IPERA requirements. 

Closed 

2 Ensure that the Risk 
Management and Assurance 
Division strengthens its oversight 
and review procedures to ensure 
components’ IPERA risk matrixes 
include all programs. 

Closed 

3 Ensure that FEMA strengthens 
its preparation, review, and 
oversight processes to ensure 
compliance with risk assessment 
and risk matrix requirements and 
to ensure that responsible 
program officials are properly 
identified. 

Closed 

4 Ensure that the DHS’ Risk 
Management and Assurance 
Division follows OMB 
requirements for agencies not 
compliant with IPERA, as stated 
in Appendix C of OMB Circular 
No. A-123. DHS should also focus 
its resources on corrective actions 
that will help meet the OMB-
approved reduction targets. 

Open - 
Resolved 

Source: OIG analysis of OIG report, Department of Homeland Security's FY 2014 Compliance 
with the Improper Payments Elimination and Recovery Act of 2010 (Revised), OIG‐15‐94. 
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Report 
Number FY # Recommendation Status 

OIG-16-88 2015 1 Ensure that the Risk 
Management and Assurance 
Division strengthens its oversight 
to ensure proper documentation 
of its review of the components’ 
risk assessments 

Open - 
Resolved 

2 Ensure that the Risk 
Management and Assurance 
Division timely confirms its 
review and approval of the 
components’ risk assessments. 

Closed 

3 Ensure that the Risk 
Management and Assurance 
Division has adequate personnel 
to ensure the Department’s 
compliance with IPERA 
requirements. 

Closed 

4 Ensure that the Risk 
Management and Assurance 
Division clearly designates 
contract deliverables for the risk 
assessment reviews. 

Closed 

5 Ensure that the Risk 
Management and Assurance 
Division follows Office of 
Management and Budget’s 
requirements for agencies not 
compliant with IPERA, as stated 
in Appendix C of OMB Circular 
No. A-123. DHS should also focus 
its resources on corrective actions 
that will help meet the OMB-
approved reduction targets. 

Closed  
 

Source: OIG analysis of OIG report, Department of Homeland Security's FY 2015 Compliance 
with the Improper Payments Elimination and Recovery Act of 2010, OIG‐16‐88. 
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Report 
Number FY # Recommendation Status 

OIG-17-59 2016 1 Ensure that the FY 2017 Agency 
Financial Report properly reports 
prior year IPERA disbursements 
in a consistent manner. 

Closed 

2 Ensure that the Risk 
Management and Assurance 
Division strengthen its oversight 
to ensure proper documentation 
of its review of the components’ 
risk assessments. 

Closed 

3 Ensure that the Risk 
Management and Assurance 
Division has adequate personnel 
to ensure the Department’s 
compliance with IPERA 
requirements. 

Closed 

4 Ensure that the Risk 
Management and Assurance 
Division is properly following 
existing DHS IPERA Guidance. 

Open - 
Resolved 

5 Ensure that the Risk 
Management and Assurance 
Division issues guidance that (1) 
strengthens RM&A’s authority 
over the components’ risk 
assessments process, and (2) 
requires components’ to properly 
respond to RM&A’s questions and 
concerns. 

Closed  
 

Source: OIG analysis of OIG report, Department of Homeland Security’s FY 2016 Compliance 
with the Improper Payments Elimination and Recovery Act of 2010 and Executive Order 13520, 
Reducing Improper Payments, OIG‐17‐59.   
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Report 
Number FY # Recommendation Status 

OIG-17-59 2016 6 Ensure that the Risk 
Management and Assurance 
Division follows Office of 
Management and Budget’s 
requirements for agencies not 
compliant with IPERA as stated 
in Appendix C of OMB Circular 
No. A-123. DHS should also focus 
its resources on corrective actions 
that will help meet the OMB-
approved reduction targets. 

Closed 

Source: OIG analysis of OIG report, Department of Homeland Security’s FY 2016 Compliance 
with the Improper Payments Elimination and Recovery Act of 2010 and Executive Order 13520, 
Reducing Improper Payments, OIG‐17‐59.  
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Additional Information and Copies 
 
To view this and any of our other reports, please visit our website at: 
www.oig.dhs.gov.  

For further information or questions, please contact Office of Inspector General 
Public Affairs at: DHS-OIG.OfficePublicAffairs@oig.dhs.gov. 
Follow us on Twitter at: @dhsoig. 
 
 

 
 

OIG Hotline 

To report fraud, waste, or abuse, visit our website at www.oig.dhs.gov and click 
on the red "Hotline" tab. If you cannot access our website, call our hotline at 
(800) 323-8603, fax our hotline at (202) 254-4297, or write to us at:  
 

Department of Homeland Security 
Office of Inspector General, Mail Stop 0305 
Attention: Hotline 
245 Murray Drive, SW 
Washington, DC 20528-0305 

 


